atchGuard

Complement the built-in protection of
your WatchGuard® firewall by adding
powerful security subscriptions.

These subscriptions make it easy to
enforce acceptable use policies and
boost protection in critical attack areas,
including assaults from spyware, spam,
viruses, trojans, web exploits, and
blended threats.

Why include security subscriptions?

By adding security subscriptions to
your WatchGuard XTM or Firebox X
e-Series appliance, you turn it into

a comprehensive, all-in-one network
security solution. These fully integrated
security capabilities give the network
in-depth defenses, while you slash the
time and cost associated with managing
multiple single-point security products.
Your T staff has more time to focus on
other areas of network administration,

and your business saves money on

“Not only are we
saving money, we
have content filtering
that is much more
effective than what
we had before. ”

Wilson Chan
Information Systems Manager
Durham School District

Earth-friendly technology

Datasheet

Increase Protection with Security Subscriptions

Available for WatchGuard® XTM and Firebox X e-Series network security appliances

What Security Subscriptions Do for Your Network and Your Business

APPLICATION CONTROL - TO KEEP USERS ON THE TASKS THAT MATTER
Keep unproductive, inappropriate, and dangerous applications off-limits with a subscription to Application Control.
(Available for WatchGuard XTM Series appliances only.)

= Gain control over 1,500 web and business applications, using 2,300 unique signatures.
= Have complete visibility into applications used, with easy-to-understand monitoring and reporting capabilities.
= Control usage of applications by category, application, or application sub-function.

= Enable access by user or group to give workers the flexibility they require for their job function, while
maintaining corporate acceptable use policies.

WEBBLOCKER - FOR STRONGER SECURITY AND CONTROL OF WEB SURFING
URL and content filtering allow you to control access to sites that host objectionable material or pose network
security risks, including known spyware and phishing sites.

= Use 54 web site categories to block inappropriate sites.
= Allow or block access to entire website categories with a click of the mouse and customize URL exceptions lists.

= Enable access by user, group, domain, and need.

SPAMBLOCKER - SPAM IS BLOCKED WHILE BUSINESS COMMUNICATIONS PASS THROUGH
Best in the industry at distinguishing legitimate communication from spam outbreaks in real time.

= Blocks nearly 100% of unwanted email before it can reach your internal mail server or mail client.
= |dentifies and blocks spam regardless of language, format, or content of the message — even image-based spam.
= Scans email for virus outbreak patterns for an additional layer of robust anti-virus protection.

= Includes full-featured spam quarantine for greater flexibility and control.

GATEWAY ANTIVIRUS - EMAIL-BORNE THREATS ARE STOPPED AT THE NETWORK GATEWAY
Scans traffic to stop threats before they can gain access to your servers and execute their dangerous payloads.

= Suspect email can be flagged to go into quarantine for review by IT administrator.
= Compressed and encoded files arriving via email are scanned for malware.

= Continuously updated database of signatures ensures timely, far-reaching coverage.

REPUTATION ENABLED DEFENSE - FOR FASTER, SAFER WEB SURFING
Delivers a secure web browsing experience through a reputation lookup that scores URLs as good, bad, or unknown.
(Available for WatchGuard XTM Series appliances only.)

= Reputation lookup relies on a powerful, cloud-based reputation database that aggregates data from multiple
feeds, including industry-leading anti-virus engines .

= Continuous updates to the reputation database allow it to stay current with dynamic web content and
changing web conditions for real-time protection — no waiting for hourly or daily updates to be sent to you.

= Up to 50% of URL scanning can be skipped without compromising security, resulting in faster browsing times
and greater throughput at the gateway.

INTRUSION PREVENTION SERVICE (IPS) — MALICIOUS ACTIVITY IS BLOCKED IN REAL TIME
IPS provides in-line protection from attacks that comply with protocol standards but carry malicious content.

= All ports and protocols are scanned to block network, application, and protocol-based attacks.

= Blocked sites list ensures protection and saves valuable processing time by dynamically blocking IP addresses
that have been positively identified as the source of an attack.

= Configurable whitelists define systems that should never be blocked, making trusted applications and
destinations available for continuous access.
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Fully Integrated Security for Comprehensive Protection

All-in-One Security Solution

WatchGuard appliances combine with
powerful security subscriptions to
offer comprehensive protection from
malware. All security capabilities are
managed from one intuitive console,
with centralized logging and reporting
features for an up-to-the-minute view
of network security activity.

Because the threat landscape is always
changing, WatchGuard solutions are
designed to be able to easily add new
network defense capabilities through
security subscriptions, so costly
hardware upgrades are not necessary.

Buy the Bundle and Get the Works

Get everything you need for complete threat management in one
convenient package, including firewall, VPN, security subscriptions,
productivity safeguards, and 24/7* technical support when you
purchase a Security Bundle from WatchGuard.

Each bundle includes:

= Choice of WatchGuard XTM or Firebox X e-Series appliance

= Application Control* to keep your users on the tasks that matter
= Reputation Enabled Defence* for faster, safer web surfing

= WebBlocker with HTTP and HTTPS inspection

= Gateway AntiVirus for signature-based protection from
known threats

= spamBlocker with virus outbreak detection

= Intrusion Prevention Service with comprehensive attack
protection across all ports and protocols

= LiveSecurity® Service for hardware warranty, free software
updates, 24/7" technical support, security alerts, and educational
resources

From initial purchase through ongoing security management, the
bundle makes network security easier and more efficient. You get
a complete solution at an excellent price, with no additional fees,

contracts, or hardware to purchase.

Got the Box? Get the Software Suite

Turn your WatchGuard XTM or Firebox X appliance into a complete
threat management solution with the Software Suite. It's an efficient,
cost-effective way to enable enforcement of acceptable use policies
and have complete protection from a host of Internet attack vectors.
All your network security is managed from one centralized console.
The suite also includes an industry-leading customer care package for
technical support.

Each suite includes:

= Application Control*

= spamBlocker

= WebBlocker

= Gateway AntiVirus

= Reputation Enabled Defense*

= Intrusion Prevention Service

= LiveSecurity® Service
One-year, two-year, and three-year subscription packages available.
A great deal when you buy together and save!

The suite does not include appliance.
*Reputation Enabled Defense and Application Control subscriptions are available for XTM
appliances only.

One-year, two-year, and three-year subscription packages are available.

Technical support hours/days for XTM 2 Series and Firebox X Edge are 12/5.
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