Aegis Configurator

PATENT PENDING
CONFIGURE MULTIPLE AEGIS DEVICES SIMULTANEOUSLY
CONFIGURE UP TO 10 COMPATIBLE APRICORN DEVICES AT ONCE

AUTOMATICALLY AND QUICKLY SETS ADMIN AND USER PINS

ABILITY TO STORE LOG FILES TO RETRIEVE DEVICE SETTINGS
AND RECOVERY PINS

SECURELY LOAD FILES ONTO DEVICES DURING SETUP PROCESS ‘]‘
DATA-ENCRYPTED SECURE IMPLEMENTATION

CREATE AND SAVE MASTER PROFILES

ABILITY TO MANAGE AND EDIT MASTER PROFILES

DEPLOY PROGRAMMED DEVICES TO USERS IN A
FORCED-ENROLLMENT STATE

ABILITY TO QUERY THE DATABASE FOR SPECIFIC
DEVICE SETTINGS

SUPPORTS ADVANCED FEATURE SETTINGS:
* PROGRAMMABLE PIN LENGTHS
* RANDOM PIN GENERATION
* RECOVERY PINS
SELF-DESTRUCT PINS

PROGRAMMABLE NUMBER OF
BRUTE FORCE ATTEMPTS

LOCK OVERRIDE
DEVICE FORMATITING

LED BUTTON PRESS
INDICATOR

Eﬁi’gﬁf&gﬁ? Advanced Feature Sets, Stored Profile Settings, Multiple Drive

TWO READ-ONLY Setup Capability, and an Intuitive User Interface Make the Aegis
MODES Configurator an Indespensible Tool for Device Deployment.

COMPATIBLE WITH Quickly Create Master Profiles, Customize Settings, and Preload Data onto Multiple Apricorn Drives.
WINDOWS Intuitive, simple, and secure. This Windows-based
7.8, AND 10 software program quickly programs features and
PINs info compatible Aegis secure devices. The
FIPS 140-2 Configurator will recognize compatible devices

VA|-|D».°«T|ON and allow Administrators to program/configure/
(pending) DEVICE CONFIGURATOR provision all of Apricorn’'s compatible USB 3.0 and

later security devices.

From the USB Key, simply load the Configurator
. program onto a secure Windows-based PC. Once
registered and launched, start with the Create
Profiles panel to generate customized profiles for

CREATE MASTER GONFIGURE MANAGE QUERY each device type / user group. Then connect
PROFILES DEVICES PROFILES DEVICES

compatible devices to the host system via the USB
port/hub and select the desired devices and profile
via the Configure option and press Apply. To view
setting of programmed device, select the Query
Devices option. Use the Edit Master Profile panel
to edit or change profiles and save new versions.
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Secure Implementation All data is encrypted and once a device has been configured, the Configuratfion
pathway is locked down from the inside of the individual device by its frmware. For a
device to be reconfigurable, it must be completely reset and returned to its “out of box”

state.

Log File Create and maintain secure log files of User PINs, recovery PINs, and device settings
created at fime of configuration.

FIPS 140-2 Validation Expected 2Q, 2017

(pending)

Forced-Enrollment / Requires creation of a unique Admin PIN in configuration; additionally allows forced

User Forced Enroliment enrollment featfure to be extended to User to create User PIN after device configuration

Administrator Mode Allows enrollment of up to 4 independent users (depending on device) and one administrator

for setting parameters for PIN management, Read-Only, Auto-Lock, Self-Destruct, Lock-
Override, Brute Force, Format and Load Files onto Devices

Compatible with Windows 7, | Works with Microsoft Windows 7 and later
8 and 10 OS

Features Benefits

Miultiple Drive Setup Easily configure up to 10 or more devices simultaneously

Document Pre-Load Ability Securely pre-load documents / data on drives being configured as part of the
configuration process

Recovery PINs 4 one-time use PINs to recover Data in cases of forgotten User / Admin PINs

USB 3.0 Interface Compatible with any computer USB port

Aluminum Enclosure Rugged and Durable Hub Enclosure

Automatic PIN Generator Automatically set random PIN numbers

Programmable Minimum / In conjunction with Auto PIN Generator, set PIN lengths to any number of characters
Maximum PIN Length between 7 and 16

Manage / Edit Master Profiles | Create profiles for groups of devices, edit master profiles, save variations

Box Contents Configurator Software (USB Key), 10-port HUB, 5-AMP Power Supply, USB 3 Cable,
Quick Start Guide

Specifications

Interface USB 2,3.0,3.1gen

Dimensions & weight size: 9.5" x 8 x 3.2 (with Hub) | weight: 3 lbs.

Warranty 3-year limited

Approvals FIPS 140-2 (pending 2Q 2017)

System Requirements Windows 7, 8, 10; PC compatible computer with Pentium duel core CPU or newer,
USB Port, 128MB available RAM, 100MB available space for program and log file

Ordering Information USA Part Number: AP-CONFIG-KIT;

EMEA Part Number: AP-CONFIG-KIT-EMEA

*One gigabyte (GB) = one billion bytes; accessible capacity will be less and actual capacity depends on the operating environment and formatting.

For more information on Aegis Configurator and other innovative

Apricorn products visit our web site at www.apricorn.com or call 1-800-458-5448
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