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Solution Overview 

 
Cisco ASA 5500 Series SSL / IPsec VPN Edition for the Enterprise 
 

CISCO ASA 5500 SERIES SSL / IPSEC VPN EDITION PROVIDES CUSTOMIZABLE, SECURE, AND COST-
EFFECTIVE  
REMOTE ACCESS 

The Cisco® ASA 5500 Series SSL / IPsec VPN Edition enables organizations to gain the connectivity and cost benefits of 

Internet transport without compromising the integrity of corporate security policies. By converging Secure Socket Layer (SSL) 

and IP Security (IPsec) VPN services with comprehensive threat defense technologies, the Cisco ASA 5500 Series delivers 

highly customizable network access tailored to meet the requirements of diverse deployment environments while providing 

advanced endpoint and network-level security. 

CHALLENGE 

Securing the VPN is paramount to ensuring that that the VPN deployment does not become a conduit for network attacks 

such as worms, viruses, spyware, keyloggers, Trojan horses, rootkits, or hacking. SSL VPN deployments enable universal 

access from both secure and non-corporate-managed endpoints, as well as the ability to extend network resources to diverse 

user communities. With this extension of the network, the points for potential network security attacks also increase. 

Furthermore, worms, viruses, application-embedded attacks, and application abuse are considered among the greatest 

security challenges in today’s networks. Remote-access and remote-office VPN connectivity are common points of entry for 

such threats, due to how VPNs are designed today. All too often, VPNs are deployed without proper inspection and threat 

mitigation applied at the tunnel termination point at the headquarters location, thereby allowing malware from remote offices 

or users to infiltrate the network and spread. 

SOLUTION 

The Cisco ASA 5500 Series SSL / IPsec VPN Edition offers flexible VPN technologies for any connectivity scenario with 

scalability up to 5000 concurrent users. Providing easy-to-manage full-tunnel network access through both SSL VPN and 

IPsec VPN client technologies, advanced clientless SSL VPN capabilities, and network-aware site-to-site VPN connectivity, 

the SSL / IPsec VPN Edition enables businesses to create secure connections across public networks to mobile users, 

remote sites, contractors, and business partners. Furthermore, the SSL / IPsec VPN Edition reduces costs associated with 

VPN deployment and operations by eliminating ancillary equipment required to scale and secure the VPN deployment.  

The Cisco ASA 5500 Series SSL / IPsec VPN Edition provides advanced security for VPN deployments through its integrated 

network and endpoint security technologies. Additionally, detailed application and access control policy can be applied to 

VPN traffic, so individuals and groups of users have access to the applications, network services, and resources to which 

they are entitled. With the converged threat mitigation capabilities of the Cisco ASA 5500 Series, customers can detect 

malware and stop it before it enters the network interior and spreads. For application-embedded attacks, such as spyware or 

adware spread via file-sharing peer-to-peer networks, the Cisco ASA 5500 Series deeply examines application traffic to 

identify dangerous payload and drop its contents before it reaches its target and causes damage. Whether users are 

accessing the network from a corporate-managed PC, personal machine, or public terminal, the Cisco Secure Desktop seeks 

to minimize data leakage from the SSL session. 
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BUSINESS BENEFITS 

Benefits of the Cisco ASA 5500 Series SSL / IPsec VPN Edition include: 

� SSL- and IPsec-based full network remote access—Full network access provides network-layer remote-user 

connectivity to virtually any application or network resource. Connectivity is provided either through the dynamically 

downloaded Cisco SSL VPN Client or the Cisco IPsec VPN Client. Full network access is generally extended to 

managed desktops such as company-owned employee laptops. By supporting both SSL- and IPsec-based remote-

access VPN technologies, the Cisco ASA 5500 Series delivers unsurpassed flexibility to meet the needs of the most 

diverse deployment scenarios. 

� Superior clientless network access—Clientless remote access provides access to network applications and 

resources, regardless of location, without the need for desktop VPN client software. Using the ubiquity of SSL 

encryption available in Internet browsers, the Cisco ASA 5500 Series delivers clientless access to any Web-based 

application or resource, terminal services applications such as Citrix, and optimized Microsoft Outlook Web Access 

and Lotus iNotes, as well as access to common thick-client applications like e-mail, instant messaging, calendars, and 

Telnet. Furthermore, the superior content rewriting capabilities of the Cisco ASA 5500 Series help render complex 

Webpages with Java, Java Script, and Active X content.  

� Network-aware site-to-site VPNs—Enables secure, high-speed communications between multiple office locations. 

With support for quality of service (QoS) and routing across the VPN, the Cisco ASA 5500 Series helps ensure 

reliable, business-quality delivery of latency-sensitive applications like voice, video, and terminal services. 

� Threat-protected VPN—VPNs are a primary source of malware infiltration into organizations’ networks. The depth 

and breadth of intrusion prevention, antivirus, application-aware firewall, and VPN endpoint security capabilities in the 

Cisco ASA 5500 Series helps minimize the risk that the VPN connection will become a conduit for security threats. 

� More cost-effective VPN deployment and operations—Scaling and securing VPNs often requires adjunct load 

balancing and security equipment, which increases both equipment and operational costs. The Cisco ASA 5500 

Series integrates these functions, delivering an unprecedented level of network and security integration among the 

VPN products available today. And by offering both SSL and IPsec VPN on one platform, the Cisco ASA 5500 Series 

provides customers with cost-effective alternatives to deploying parallel VPN infrastructures. 

� Scalability and resiliency—Supports up to 5000 simultaneous user sessions, with the ability to scale to ten of 

thousands through integrated clustering and load-balancing capabilities. Stateful failover features deliver high-

availability services for unsurpassed uptime. 
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ARCHITECTURE 

The Cisco ASA 5500 Series SSL / IPsec VPN Edition offers customizable VPN services for any deployment scenario on one 

remote-access platform (Figure 1).  

Figure 1.   Customizable VPN Services for Any Deployment Scenario 

 

COMPLEMENTARY SOLUTIONS 

The Cisco® ASA 5500 Series is a modular platform that provides the next generation of security and VPN services for small 

and medium-sized business and enterprise applications. The comprehensive portfolio of services within the Cisco ASA 5500 

Series enables customization for location-specific needs through its four tailored package product editions: the Firewall, IPS, 

Anti-X, and SSL / IPsec VPN Editions (Figure 2). 

These packages enable superior protection by providing the right services for the right location. At the same time, they enable 

standardization on the Cisco ASA 5500 Series platform to reduce costs in management, training, and sparing. Finally, each 

edition simplifies design and deployment by providing pre-packaged location-specific security solutions. 

Figure 2.   Complementary Solutions 
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CISCO SERVICES 

Cisco Systems® and its partners offer world-class service and support tailored for your business. Cisco has adopted a 

lifecycle approach to services that addresses the necessary set of requirements for deploying and operating Cisco ASA 5500 

Series security appliances, helping to improve your network’s business value and return on investment. For more information 

on Cisco security services, visit http://www.cisco.com/go/services/security. 

RECOMMENDED SOLUTIONS 

Cisco ASA 5500 Series SSL / IPsec VPN Edition solutions are available in solution bundles (Table 1), or as individually 

orderable components within the Cisco ASA 5500 Series (Table 2). 

Table 1. Edition Bundles 

Description Part Number 

Cisco ASA 5505 SSL / IPsec VPN Edition for 10 concurrent SSL VPN users ASA5505-SSL10-K9 

Cisco ASA 5505 SSL / IPsec VPN Edition for 25 concurrent SSL VPN users ASA5505-SSL25-K9 

Cisco ASA 5510 SSL / IPsec VPN Edition for 50 concurrent SSL VPN users ASA5510-SSL50-K9 

Cisco ASA 5510 SSL / IPsec VPN Edition for 100 concurrent SSL VPN users ASA5510-SSL100-K9 

Cisco ASA 5510 SSL / IPsec VPN Edition for 250 concurrent SSL VPN users ASA5510-SSL250-K9 

Cisco ASA 5520 SSL / IPsec VPN Edition for 500 concurrent SSL VPN users ASA5520-SSL500-K9 

Cisco ASA 5540 SSL / IPsec VPN Edition for 1000 concurrent SSL VPN users ASA5540-SSL1000-K9 

Cisco ASA 5540 SSL / IPsec VPN Edition for 2500 concurrent SSL VPN users  ASA5540-SSL2500-K9 

Cisco ASA 5550 SSL / IPsec VPN Edition for 2500 concurrent SSL VPN users  ASA5550-SSL2500-K9 

Cisco ASA 5550 SSL / IPsec VPN Edition for 5000 concurrent SSL VPN users  ASA5550-SSL5000-K9 

 

Table 2. Individually Orderable Edition Services 

Description Part Number 

Platforms 

Cisco ASA 5505 Appliance ASA5505-BUN-K9 

Cisco ASA 5510 Appliance ASA5510-BUN-K9 

Cisco ASA 5520 Appliance ASA5520-BUN-K9 

Cisco ASA 5540 Appliance ASA5540-BUN-K9 

Cisco ASA 5550 Appliance ASA5550-BUN-K9 

Services 

10 SSL VPN users ASA5500-SSL-10 

25 SSL VPN users ASA5500-SSL-25 

50 SSL VPN users ASA5500-SSL-50 

100 SSL VPN users ASA5500-SSL-100 

250 SSL VPN users ASA5500-SSL-250 

500 SSL VPN users ASA5500-SSL-500 

750 SSL VPN users ASA5500-SSL-750 

1000 SSL VPN users ASA5500-SSL-1000 

2500 SSL VPN users ASA5500-SSL-2500 

5000 SSL VPN users ASA5500-SSL-5000 

http://www.cisco.com/en/US/products/svcs/ps2961/ps2952/services_segment_service_home.html
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FOR MORE INFORMATION 

For more information, please visit the following links: 

Cisco ASA 5500 Series: http://www.cisco.com/go/asa  

Cisco Adaptive Security Device Manager: http://www.cisco.com/go/asdm 

Cisco Product Certifications: http://www.cisco.com/go/securitycert 

Cisco Technical Support Services: http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html 

Cisco Advanced Services: http://www.cisco.com/go/services 

Cisco Services for IPS: http://www.cisco.com/en/US/products/ps6076/serv_group_home.html 

������� The Cisco ASA 5500 Series Content Security and Control Security Services Module (CSC-SSM) includes embedded 

software and support from Trend Micro. Point-of-sale and registration data will be provided to both Cisco and Trend Micro. 

http://www.cisco.com/en/US/products/ps6120/index.html
http://www.cisco.com/en/US/products/ps6121/index.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/networking_solutions_audience_business_benefit0900aecd8009a16f.html
http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/go/services
http://www.cisco.com/en/US/products/ps6076/serv_group_home.html
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